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Pro EMS
Cambridge, MA

More Information:
AIMHI.Mobi

Confessions of an EMS CIO
Things That Keep Us Up At Night

5

6



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 4

Confessions of an EMS CIO
Things That Keep Us Up At Night

T he
Top

Six
List

#6
The Internet of Things!

(Lots and lots of things!)
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The Internet of Things

•Lots of things…
• Smart <fill in the blank> (Home, Watches, Scales, Speakers, 

refrigerator, fan, thermostats, etc.)
•Health Care Devices
• Sensors

•More data, more opportunity, more risk!

The tank's communications with the casino's network appeared normal enough. The data it 
was pumping through to the outside was highly suspect. It was the only casino system that 
ever sent data to the remote server in Finland that it was communicating with. It also did 
so using protocols that are normally used for streaming audio or video.

Casino Hacked Through Fish Tank
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#5
The “Cloud”

The Cloud

• Not a question of if anymore, it’s when!

• Gartner market estimate of $331.2 billion by 2022

• How safe is The Cloud?
• It’s as safe as you make it/pay for it

• All core EMS functions are available
• Computer Aided Dispatch
• ePCR
• Billing
• Fleet
• Inventory
• Scheduling
• You name it…
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Security Performance

Data Ownership Compliance

Read the fine print – CAREFULLY!

#4
Xware
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Xware…

• Malware, Ransomware, Spyware, Adware, and Scareware… OH MY

• Trojan Horses

• In The Wild

• Zero Day Exploits

• Let’s not forget plain old hacking too…
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#3
Shadow IT

Shadow IT (it’s a real thing!)

• What is shadow IT?

• It’s happening right this second, and you don’t know it!

• It’s what happens when you don’t keep up with <whatever>
• Technology
• Peoples needs

• Learn from it (as in what can we do better to support our 
users)?

• Remember the fish tank thermometer?
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#2
What’s going on?
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What’s going on…

• Do you have a reliable monitoring system?
• Intrusion detection
• Geographic traffic monitoring

• Do you have systems in place for knowing what is happening with Email?

• Do you know where your cloud-based files are being accessed from?

• Remember the previous slide about monitoring for shadow IT?

#1
It just takes one…
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It takes just one…

• You are potentially one click away from doom and gloom!
• One link or file in an email
• One malicious piece of software downloaded

All This
vs.

Only One
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It takes just one…

• You are potentially one click away from doom and gloom!
• One link or file in an email
• One malicious piece of software downloaded

• You are one shadow IT application or service away from the HIPAA police 
or worse

• Train your team, talk about it, send out reminders, send out examples, keep 
them informed!

• This is what really keeps me up at night
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Distributive Education limits removed for the recertification cycle 
ending March 31, 2022 (EMT, AEMT, Paramedic) and September 

30, 2022 (EMR) 
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Saturday Stats 2/12/22

Going from worst to best…

The Tale of a Technology Enhanced Employee 
Engagement Improvement Journey

‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐

EMS Based Software vs. 

Software Based EMS Agencies

34

Jonathan D. Washko, MBA, FACPE, NRP, AEMD
AVP for Pre‐hospital Innovation
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About us: Center for Emergency Medical Services (CEMS)

35

• Established in 1993, CEMS provides air & 
ground BLS, ALS, SCT, CCT & 911 services

• Largest health system based ambulance 
services in NY Metropolitan area & one of 
the largest in the US

• Triple accredited agency: CAAS, ACE & 
CAMTS

• 900+ EMTs, Paramedics, CCTs, CPs, EMDs, 
RNs, MDs with over 140 available response 
units across NYC, Nassau & Suffolk

• Utilize the Advanced Medical Priority 
Dispatch System

• 200K+ Annual Call Volume

• Our value is driven by our amazing 
people, fortified by technology 

Being a Smart vs. 
Soulful HPEMS System 

36
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37

Smart vs. Soulful EMS Organizations

Smart vs. Soulful Organizations

1. Being “Smart” 

• Sound business practices & acumen

• Data driven decision making

• Predictive analytics & systems optimization

• Lean business processes
• Financial and productivity drivers
• Revenue optimization & expense control

• Granular margin analysis

• Quantification of everything
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Smart vs. Soulful Organizations

1. Being “Soulful” = Engagement & Wellbeing

• Acknowledging employee emotional, physical & 
financial needs

• Having a culture that breeds desired traits & values
• Answering “why”
• Embracing diversity

• Aligning talents and skills with functions
• Transparency, trust & respect
• Lead, follow or get out of the way
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CEMS 2012 Year 1 Employee 
Engagement Survey Results

41

Tier 3 @ 17th Percentile – We Suck!

Data Based Root Cause Analysis Found
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The Methods | Tools | Talent 
Used in “Finding a Soul”

43

PDSA Projects In Various Domains

44

Employee Manager Organization

Improvement Science Methodologies
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45

46

Facebook @Work for Team Communications 

Neural Communications
Live Broadcasting
Transparency

Nothing Off Topic
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47

Using Slack / TEAMS for Leadership Team Communications

Employee 
Involvement
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Results…

49

Employee Engagement Trending

Note – National Healthcare Average based on Press Ganey’s 6 engagement items.
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Bottom to Top in 5 Years!

2019 – 4.24  |  2020 ‐ 4.54  |  2021 – 4.40
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Return on Investment:
1. Lower turnover rates

2. Easier recruitment & direct advocacy

3. Employees like to work for us and with us

4. Focus on provider resiliency 

5. Improved triad processes and outcomes

6. Intentional cultural shift 

7. Career ladder development & succession planning

All in a HIGH PERFORMANCE EMS SYSTEM!

51
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EMS Based Software vs. 
Software Based EMS Agencies

A shifting paradigm
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53

Results

Software

Hardware

Traditional 
Business Process

People

Optimized Business 
Process

Software

Hardware

People

Results

Software Based EMS

EMS Based Software

The Use of Software in EMS Agencies…Then and Now

Paradigm Shift in EMS Software DevelopmentParadigm Shift in EMS Software Development

54

Changing the Tire on a Car Going 60 Miles an Hour is Difficult and Slow

Allows you to Build it Right the First Time and is Agile 
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Pre‐existing EMS 
Agencies use 
Software to Fill
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Buying Software: 
Yields Desired or 

Undesired Workflow 
Changes, Compromise, 
Tradeoffs or Accepting 
Gapped Solutions but is 
Ultimately “Cheaper”

Month Day, Year 57

Let’s Build our own “Perfect Solution”…
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59

There is a Lot to Building Your own Solutions

60

Making your own software requires you to 
become a software company…

• Talent & expertise
• Knowledge of the software business
• Maintenance & bug fixes
• 24x7 Support
• Development roadmap management
• Source code control & coordination
• Bug testing
• Deployment planning & execution
• Business continuity planning
• Fault tolerant architecture
• Scaling & efficiency needs
• Solutions training
• Succession planning
• Funding & capital

59
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61

or Culture
Intentionally
Or Unintentionally
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Mike Taigman
Improvement Guide

QI System
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QI System

Vital Signs
Monitor

QI System

Vital Signs
Monitor

Improve
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QI System

Vital Signs
Monitor

Improve
Complaints
Investigations

Etc.

Vital Signs
Monitor

Improve
Complaints
Investigations

Etc.
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ACS Bundle

ASA
12‐Lead
O2 is Sat Low
NTG if bp over 100
Short Scene Time
Pain managed effectively
STEMI Notification
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= 26/28

= 26/28

= 29/32

= 23/30

77

78



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 40

79

80



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 41

81

82



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 42

83

84



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 43

85

86



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 44

87

88



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 45

89

90



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 46

91

92



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 47

Rightsourcing Your EMS
IT Department

We’ll Cover 
Today…

MedStar by the Numbers

A Simple IT Maturity Model

Our Journey to Rightsourcing

Metrics Dashboard

Benefits We've Realized

Lessons Learned

93

94



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 48

MedStar 
by the 
Numbers

Public Utility 
Model

15 Member Cities

Service Area of 
436 Square Miles

>1 Million 
Residents

>155,000 
Emergency 
Calls/Year

Secondary PSAP

65 Ambulances

~500 Employees
~ 350 Credentialed 
Field Providers

A Simple IT Maturity Model

3

2

1

0
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A Simple IT Maturity Model

0 ‐ Chaos

3

2

1

0

A Simple IT Maturity Model

1 ‐ Keep IT Running

0 ‐ Chaos

3

2

1

0
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A Simple IT Maturity Model

1 ‐ Keep IT Running

0 ‐ Chaos

2 ‐ Run IT Better

3

2

1

0

A Simple IT Maturity Model

1 ‐ Keep IT Running

0 ‐ Chaos

2 ‐ Run IT Better

3 ‐ Run Better IT3

2

1

0
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A Simple IT Maturity Model

3

2

1

0

A Simple IT Maturity Model

Customer 
Satisfaction

3

2

1

0
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A Simple IT Maturity Model

Operational
Cost

Customer 
Satisfaction

3

2

1

0

Our Journey to Rightsourcing

System 2017 Current

CAD On‐prem – MedStar Managed Private Cloud – MSP Managed

ePCR On‐prem – MedStar Managed SaaS

Productivity On‐prem – MedStar Managed SaaS

Office Phone System On‐prem – MedStar Managed PaaS

Help Desk 5 by 10 plus 1 on‐call 24x7x365

IT FTEs 6 2

103
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Why I Don’t Do Live Demos

Why I Don’t Do Live Demos
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Metrics Dashboard

Metrics Dashboard – cont'd

107

108



AIMHI High Performance High Value EMS 
Tech Systems

2/16/2022

Academy of International Mobile Healthcare 
Integration | www.aimhi.mobi 55

A View of the Metrics Dashboard

Benefits 
We’re 
Realized

Lower IT Operational Costs
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Benefits 
We’re 
Realized

Lower IT Operational Costs

Increased Customer Satisfaction

Benefits 
We’re 
Realized

Lower IT Operational Costs

Increased Customer Satisfaction

Fewer Unreported Issues
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Benefits 
We’re 
Realized

Lower IT Operational Costs

Increased Customer Satisfaction

Fewer Unreported Issues

Higher Confidence in IT

Benefits 
We’re 
Realized

Lower IT Operational Costs

Increased Customer Satisfaction

Fewer Unreported Issues

Higher Confidence in IT

More Time to Spend on Projects
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Lessons 
Learned

Lessons 
Learned

Get executive support first
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Lessons 
Learned

Get executive support first

Vet vendors thoroughly

Lessons 
Learned

Get executive support first

Vet vendors thoroughly

Outsourcing contracts need active management
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Lessons 
Learned

Get executive support first

Vet vendors thoroughly

Outsourcing contracts need active management

SLAs are key

Lessons 
Learned

Get executive support first

Vet vendors thoroughly

Outsourcing contracts need active management

SLAs are key

Prepare for loss of control
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Lessons 
Learned

Get executive support first

Vet vendors thoroughly

Outsourcing contracts need active management

SLAs are key

Prepare for loss of control
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Not a magic bullet
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